Introduction: There has been intense interest in the worldwide deployment of wireless local area networks (WLANs) during the past two years. Public WLANs (PWLANs) are becoming popular at university campuses, hotels, restaurants and other public sites [1] [2] [3] . Currently, however, few papers discuss PWLAN traffic utilisation. This Letter presents measurement results of typical PWLAN traffic statistics from real-world PWLANs operating in two popular restaurants in Austin, Texas, during the summer of 2003.
Measurement setup: Schlotzsky's, a restaurant chain with 600 stores, provides a PWLAN service at no charge within its restaurants and the surrounding premises. Each restaurant is equipped with an IEEE 802.11b compliant access point (AP) that in turn connects to the Internet via a T1 link. Several fixed computers using IEEE 802.11b links are also provided to customers in each store, and walk-in users may operate their own IEEE 802.11b equipment at any time.
Two flagship Schlotzsky's restaurants, Lamar and Northcross, were selected for in situ traffic measurements. The observed hourly bidirectional throughput during busy hours (from 10.00 a.m. to 10.00 p.m.) was about 10 megabytes (MB) at the Lamar restaurant, while the Northcross store experienced less than 2.4 MB. Thus, these two sites may represent two disparate, yet representative, public hotspots for traffic statistics studies. A sniffer computer running tcpdump was connected to the AP via an Ethernet link to capture both inbound (from the Internet to the AP) and outbound (from the AP to the Internet) traffic over a continuous period in both restaurants. Fig. 1 , and illustrates traffic throughput of a popular PWLAN. Measurements at the Northcross restaurant shows similar statistics and therefore are not presented for brevity (see [4] for more detail). The observed traffic load followed the store business hours closely, as seen from Fig. 1 . The continuous traffic load during business hours suggests that the PWLAN service is used consistently by customers. Fig. 1 also shows that the request for network bandwidth did not exceed the capacity of the T1 backhaul (1.5 Mbit=s) most of the time. However, the instantaneous bandwidth request did rise up to 4.5 Mbit=s over a short period on Tuesday afternoon around 4.00 p.m. Such anomalies may impair the user experience and must be closely monitored by future network control algorithms.
Measurements also reveal that the network utilisation is distributed differently from day to day, as shown by the hourly plot in Fig. 2 . For example, the hourly traffic peaked between 11.00 a.m. and 12.00 noon on Wednesday and between 4.00 p.m. and 5.00 p.m. on Friday. Therefore, it is likely that the total traffic load was affected by the usage behaviour of individuals and is not necessarily proportional to the number of PWLAN users present. However, it is worthwhile to point out that the fluctuations of hourly throughput during busy hours were relatively small, except for an anomalous period on Tuesday afternoon. One intriguing observation from Figs. 1 and 2 is the considerably large amount of traffic generated between 3.00 p.m. and 5.00 p.m. on Tuesday afternoon. Closer study shows that this spike was mainly caused by one point-to-point (P2P) application and further strengthened by an aggressive downloading programme by a customer. This result shows that P2P applications and other applications with high upload and download traffic, e.g. FTP, could dominate network resources by excessively occupying the bandwidth. Thus, even a small number of such activities, e.g. one or two, may overwhelm the hotspot over a period. Therefore, it is important to have an autonomous control mechanism that adapts to PWLAN traffic dynamics and allocates resources fairly. The ratio of outbound traffic volume to inbound traffic volume was roughly 1:5, as shown in Table 1 . However, the ratio of outbound to inbound packets was almost 1:1, thus it is clear that outbound packets are very small compared to inbound packets, on average. This observation is confirmed in Fig. 3 , which shows the measured cumulative distribution function (CDF) of packet sizes and traffic volume. Clearly, small packets (smaller than 100 bytes) and large packets (larger than 1470 bytes) dominate traffic over the measured PWLAN. Eighty per cent of outbound packets were smaller than 100 bytes, and inbound packets were for the most part smaller than 100 bytes or larger than 1470 bytes. Therefore, it is very likely that a large portion of outbound packets were 'request' packets, which are generally smaller than inbound 'respond' packets. Such characteristics are typical for web browsing and e-mail services.
The small amount of UDP traffic, as shown in Table 1 , indicates little use of real-time video=audio applications. Thus, communication delay and jitter may not be critical at the present time for public hotspots. However, with the fast growth of real-time video=audio applications, especially voice over IP (VoIP), there might be requests from users such that hotspots in the future will need to provision for certain delay and jitter requirements. Fig. 4 shows how much of the measured traffic was due to wellknown applications=protocols, which we identified by TCP=UDP port mapping. Clearly, HTTP dominated the network usage in the Lamar restaurant. The Northcross measurements also confirmed the predominant popularity of the HTTP protocol. The most frequently visited sites via the HTTP protocol include web-based e-mail and online auction services. Packet analysis shows that the emerging mechanisms that dynamically support direct communications among arbitrary devices over the Internet, as exemplified by P2P applications, played important roles in generating the unidentified traffic. The traffic trace also shows that the majority of the unidentified traffic was exchanged with Internet sites that do not have registered domain names.
The other identified applications, i.e. P2P control traffic on the known ports or e-mail service, generated about 6.3% of the total traffic, and the distribution of these applications closely depended on the presence of certain user groups. For example, Network News Transport Protocol (NNTP) traffic was relatively significant at the Lamar measurement while no such traffic was observed from the Northcross traffic trace. Considering that most of the carried traffic was HTTP traffic and P2P data traffic, one may deduce that hotspots will need to optimise HTTP performance while monitoring and containing P2P traffic.
Conclusions: Measured PWLAN traffic statistics from two popular restaurants are reported. The measured PWLAN traffic was highly asymmetric. Inbound packets and outbound packets sizes were distributed very differently. Web browsing and P2P applications were the two most popular applications, with the majority of carried data using the HTTP protocol.
The measured PWLAN traffic statistics presented here were found to be very similar in two different restaurants, and thus are representative of modern hotspots. The measured traffic statistics may be applied for research in network provisioning and management. 
